AOMAHUCTPALUNA
BEPXHEJNIKOBAXXCKOIO CEJIbCOBETA
OATEXCKOIo PAMOHA
KYPCKOWU OBJIACTHU

NMOCTAHOBIJIEHUE
oT 16 masa 2025 roga Ne139

06 yTBepxaeHuun NonoxeHusa ob6 onpeaeneHnn yrpos
0e30nacHOCTN NepCcoHanbHbIX AaHHbIX NPU X obpabdoTke
B MH(pOPMALMNOHHBLIX CUCTEMAX NEePCOHANbHbLIX AAaHHbIX B

AovmuHucTpauumn BepxHenrb6aXxcKkoro cenbcoBeTa
daTexckoro panoHa Kypckou obnactu

B uenax ucnonHenns depgepanbHoro 3akoHa Poccuinckon depepaunn ot
27 viona 2006 roga Ne 152-d3 "O nepcoHanbHbIX AaHHbIX" AQMUHUCTpPaUUS
BepxHentobaxckoro cenbcoBeta daTeXcKoro panoHa noctaHoOBMSAET:

1. YTtBepautb [lonoxeHne o6 onpegeneHnn yrpo3 6e3onacHOCTU
nepcoHanbHbIX AaHHbIX Npu Mx o06paboTke B MHMPOPMAUMOHHBIX CUCTEMAax
nepcoHanbHbIX AaHHbIX B AgmuHucTpauum BepxHentobGa)KCcKoro cenbcoBeTa
daTexckoro parnoHa Kypckoin obnactu (NnpunoxxeHue).

2. KOHTpOSb 3a MCNOMMHEHNEM HACTOSALEro NOCTaHOBIIEHUS OCTaBMA0 3a
cobon.

3.MocTaHoBNEeHMe BCTynaeT B CuUy nocrne AHA ero oduumanbHOro
onybnunkoBaHus.

maBa BepxHentobaxckoro cenbcoBeTa H.H.Ckunba



YTBEpPXKAEHO
nocTtaHoBneHnemMm AgMuHucTpaumnu

BepxHentbaxckoro cenbcoseta datexckoro panoHa
oT 16 masa 2025 roga Ne139 «O6 yTBEepxaeHUn
NonoxeHnsa 06 onpegeneHun yrpos 6e3onacHoCTH
nepcoHanbHbIX AaHHbIX Npu nx obpaboTke B
NHPOPMaLMOHHBIX CUCTEMAaX NEePCOHaNbHbIX AaHHbIX
B AAMuUHUCTpaumn BepxHentobaxkckoro cenbcoBeTa
daTtexckoro panoHa Kypckon obnactmn»

NMonoxeHune
00 onpeneneHnn yrpo3 6e3o0nacHOCTU NepcoHasbHbIX
AaHHbIX NpPU NX obpaboTke B MH(pOPMaLIMOHHbIX
CUCTeMax NnepcoHasnbHbIX AaHHbIX B AOMUHUCTpPauum
BepxHentbaxckoro cenbcoBeta daTeXXcKoro pamoHa
Kypckou obnactu

OnpenenexHus

B HacTodwem [OKymMeHTe UCNonb3yTCA crneayllwmne TEePMUHbI U UX
onpegeneHus.

ABTOMaTM3npoOBaHHaA cucTema - cuctema-, CocTosLasa n3 nepcoHana u
KOMnrekca cpeacts  asToOMaTM3auunm ero  AesTenbHOCTHU, peanusylowlas
MHPOPMALMOHHYIO TEXHOMOTMIO BbIMONTHEHUS YCTAHOBIIEHHbIX (OYHKLMNA.

AyTeHTUdUKaLuAa oTnpaBuUTensa AaHHbIX - NOATBEPXAEHMWEe TOro, 4To
OoTNpaBUTESb NOMTYHYEHHbIX AaHHbIX COOTBETCTBYET 3asiBSIEHHOMY.

Be3onacHOCTb nNepcoHanbHbIX AaHHbIX COCTOSHME 3alULEHHOCTH
nepcoHasnbHbIX [aHHbIX, XapakTepusyemoe CcnocobHOCTLIO Monb3oBaTenen,
TEXHUYECKMUX CpeacTtB WU MHAPOPMAUMOHHBLIX  TexHonormm obecneynTb
KOH(pUAEHUMaNbHOCTb, LLEeNIOCTHOCTb U JOCTYMHOCTb NEePCOHasbHbIX AaHHbIX MpU
nx obpaboTke B MHPOPMALMOHHBIX CUCTEMAX NEPCOHASbHbIX AaHHbIX.

BuomeTpuyeckme nepcoHanbHble AaHHble - CBeAdeHWUs, KoTopble
XapakTepusylT usnonornyeckme oCobeHHOCTN YenoBeka N Ha OCHOBE KOTOPbIX
MOXHO YCTaHOBWUTb €ro NIMYHOCTb, BKNtoYas goTtorpadum, otneyaTkm nanbLles,
obpas ceTyaTkuM rnasa, OCOBEHHOCTUM CTPOEHMA Tena u Apyryro noaobHyro
MHoOpMaumio.

BbnoknpoBaHue nepcoHasibHbIX AaHHbIX - BPEMEHHOE rMpeKkpaweHue
cbopa, cuctematmsaummn, HaKOMMNEHWUS, WCMONb30BaAHUS, pPacnNpPOCTPaHEHUs,
nepcoHarnbHbIX AaHHbIX, B TOM Y/Cne X nepegayu.

Bupyc (koMnblOTEpPHbIA, NPOrpaMMHbINA) - NCNONTHAEMbIN NPOrpaMMHbIN
KO4 WU MHTEepnpeTMpyeMbii Habop MHCTpPyKuui, obnagarowumn CBOWCTBaMM
HEeCaHKLUMOHUPOBAHHOIO pacrnpocTpaHeHus n caMoBOCMNpOnN3BeaeHUS.
CospgaHHble OybnukaTtbl KOMMNbIOTEPHOrO BUpyCa He Bcerga coBnagawT C
OpUrMHaNIoOM, HO COXPaHSAT CMNOCOBHOCTb K AanbHENLWEMY PacrnpoCTPaHEHUIO U
CaMOBOCMNPON3BEEHUIO.

BpenoHocHass nporpamma - nporpamma, npegHasHavYeHHas  ansg
OCYLLECTBIIEHUS HECAHKLMOHMPOBAHHOIO AOCTyNa u (MnN1) BO3AENCTBUS Ha



nepcoHarnbHble AaHHble UNK pecypcbl MHPOPMaLMOHHOW CUCTEMbI NEPCOHAaNbHbIX
AaHHbIX.

BcnomoratenbHble TeEXHUYECKUE CpeaAcTBa U CUCTEMbI - TEXHUYECKME
CpeactBa M CUCTEMbl, He npefHa3HavyeHHble Ana nepefayn, obpaboTkm u
XpaHeHUa  nepcoHanbHbIX  [aHHbIX, YyCTaHaBfMBaeMble  COBMECTHO C
TEXHUYECKMMUN CpeacTBaMu U CUCTEMaMK, npegHasHayvyeHHbIMU Ans obpaboTku
nepcoHanbHbiX AaHHbIX WAW B MNOMELWEHUAX, B KOTOPbIX YCTAHOBMEHbI
NHOPMALMOHHbLIE CUCTEMbI NEPCOHASbHbIX AAaHHbIX.

Joctyn B onepauuoHHyl cpeay KomnbioTepa (MHdOpMaLUOHHOMN
CUCTEMbI MEepPCOHasbHbIX AaHHbIX) - MOfly4YeHMe BO3MOXHOCTW 3anycka Ha
BbIMOMHEHME LWTATHbIX KOMaHA, (YHKUMKA, npoueayp OnepaunmoHHOW CUCTEMbI
(YHNYTOXEHMS, KONMPOBaHUA, NepeMeleHns u T.n.), UCnonHAeMblX annos
NPUKNaaHbIX NPOrpamm.

Joctyn K nHdopmaumm - BO3MOXHOCTb NOJSIy4eHUs MHpopmauum un ee
Mcnonb3oBaHUA.

3aknago4yHoe YCTPOMCTBO - 3fIeEMEHT cpeacTBa Ccbema WHhopmauumm,
CKPbITHO BHeApsieMbl (3aknagblBaeMblii UM BHOCUMbIA) B MeCTa BO3MOXHOIO
cbeMa nHdopmMaumm (B TOM Yucne B orpaxaeHue, KOHCTPYKUUto, obopyaoBaHue,
npeaMeTbl WHTepbepa, TPaHCNOPTHble CpeacTBa, a Takke B TexXHUYecKkue
cpeacrtea n cuctembl obpaboTkn uHdopmauymn). 3awmwaemas nHdopmayma -
NHOpMaums, aBnsaWaacsa npegMeTomMm cobCTBEHHOCTM U nognexalas 3awumTte
B COOTBETCTBUM C TpebOoBaHMSMM MNPaBOBbIX AOKYMEHTOB unu TpeboBaHuAMM,
ycTaHaBnmBaeMbiMU COBCTBEHHUKOM MH(OPMaLn.

Upentndumkauma - npucBoeHnme cybbektam u obbekTam gocTtyna
nogeHTudukatopa u (Unn) cpaBHeHMe nNpeabsBAAeMOoro uaeHTudukaTopa c
nepevyHeM NPUCBOEHHbLIX MOEHTU(MKATOPOB.

MHdOopMaTUBHBLIN CUrHaAnN - 3NEKTPUYECKMe CUrHanbl, aKycTuyeckue,
3MeKTpOMarHuTHble 1 gpyrne pusmyeckme nons, No napamMmeTpam KOTOpPbIX MOXeT
ObITb packpbliTa KOHpUAeHuManbHaa wHgopmauma (nepcoHarnbHble AaHHbIE),
obpabaTbiBaemasi B UHPOPMALIMOHHOW CUCTEME NEePCOHaNbHbIX JaHHbIX.

UHdopmaumnoHHas cuctema nepcoHanbHbIX pAaHHbIXx (UCMOH)
nHopmMaymMoHHas cucrtema, npegcrasnawwas cobon COBOKYMHOCTb
nepcoHanbHbIX [JaHHbIX, cogdepXxawwuxca B 6ase [JaHHbIX, a Takxke
MHPOPMALMOHHBLIX  TEXHOMOTMM U  TEXHUYECKUX CPeacTB, MNO3BOJSISIOLWNX
ocywecTBnaTb 06paboTKy TakMx MepCcoOHanbHbIX AaHHbIX C MCMOSIb30BaHMEM
cpeacTs aBToMaTm3aauum unm 6e3 ncnonb3oBaHUS Taknx cpeacTs.

UHdopmMaLuMOHHbIE TEXHONMOrMM - npoueccbl, MeToabl noucka, cbopa,
XpaHeHusa, obpaboTku, npeaocTaBneHus, pacnpocTpaHeHus MWHgopmauun u
cnocobbl OCyLEeCTBNEHNSA TaKnX NPOLEeCcCcoB U METOAOB.

MUcnonb3oBaHne nepcoHanbHbIX AaHHbIX - OEUCTBUA (onepauumn) c
nepcoHasnbHbIMM AaHHbIMUK, COBeEpLIaeMble OnepaTtopoM B UenaX MNpUHATUSA
peleHNn WUNn COBEPLUEHUS WHbIX OEeWUCTBUKW, MOopoXAalwWux puanyeckne
nocneacTeus B OTHOWEHUU CyObekTa nepcoHarnbHbIX AAHHbIX UKW OpPYrux nuy
nnbo nHbim o6pa3om 3aTparnearowmx Nnpasa n cBoboabl CybbeKkTa NepCoHanbHbIX
AaHHbIX U OpYrux nuu,.

MUcTouyHMK yrpo3bl 6e3onacHocTM uHdopmMauum - cyObekT agocTyna,
mMatepuanbHbln OBBLEKT MNM U3NYECKoe SHABMEHUEe, SBNAKLWMECH NPUYMHON
BO3HMKHOBEHWS yrpo3bl 6€30MacHOCTN MHAOPMaLINK.

KoHTponupyemas 30Ha - NpPOCTPaHCTBO (TeppuTopus, 3daHue, 4YacTb
34aHuUs, NOMeLleHne), B KOTOPOM MCKIKOYEHO HEKOHTponmpyemoe npebbiBaHue
NMOCTOPOHHMX NUL, @ TaKXXe TPAHCMOPTHbIX, TEXHUYECKMX N UHbIX MaTepuanbHbIX
CpeacTB.



KoHdmaeHUManbHOCTb NepCcoHanbHbIX AaHHbIX - 00s3aTenbHOe ANs
cobnogeHnss onepaTtopoM MM UHbIM MNOSMYYUBLUMM [OCTYN K NEepCOHanbHbIM
AaHHbIM NMUOM TpeboBaHMe He gonyckaTb UX pacnpocTpaHeHne 6e3 cornacusa
cybbekTa nepcoHasnbHbIX AAaHHbIX UM HANUYUs MHOTO 3aKOHHOIO OCHOBAaHUA.

MexceteBOon 3KpaH - rnokanbHoe  (OQHOKOMMOHEHTHOE) MK
PYHKLMOHaNbHO- pacnpegeneHHoe nporpamMMHoe (MporpamMmmHo-annapaTHoe)
cpeacTBO (KOMMIIEKC), peanuaytollee KOHTPOsb 3a MHOpMaLuKnen, noctynatouiemn
B MH(OPMaLMOHHYO CUCTEMY MEPCOHAaNbHbIX AAHHbIX U (UK) BbIXOAAWEN U3
MHOPMaLMOHHON CUCTEMBI.

Hapywutenb 6e30nacHOCTM NepCcOHanbHbIX AaHHbIX - U3NYeckoe
nnuo, cnyvYamHo unu npegHaMepeHHoO coBepluatollee AencTBus, CrneacTBUeEM
KOTOpbIX ABMsieTCA HapylleHune 6e30nacHOCTM NepCOHanbHbIX OaHHbIX MPU KX
obpaboTke TexHMYeckMMuM cpeactBamum B MHAPOPMALMOHHBIX cUcTeMax
nepcoHasnbHbIX AaHHbIX.

HeaBToMaTuaMpoBaHHasa o6paboTka nepcoHaNbHbIX AaHHbIX -
obpaboTka nepcoHanbHbIX AdaHHbIX, coAepXawmxca B WUHPOPMaALMOHHOM
cucteMe nepcoHanbHbIX AaHHbIX MO0 M3BNEYEHHbIX W3 TakoW CUCTEMBbI,
cuMTaeTcs ocyuwecTBrneHHon 6e3 ucnonb3oBaHWA CpPeacTB aBToOMaTM3auuu
(HeaBTOMaTU3NPOBAHHOW), €CNN TakMe AeNCTBUSA C NepCOoHaNbHbIMU OaHHbIMU,
Kak ncnonb3oBaHue, YyTOYHEHME, pacnpocTpaHeHue, YHUYTOXEHNE
nepcoHasnbHbIX AaHHbIX B OTHOLEHWUU KaXOoro n3 cybbekToB nepcoHarbHbIX
AaHHbIX, OCYLLECTBNATCA NPU HENOCPEeACTBEHHOM y4YacTumM YenoBeka.

HepneknapupoBaHHble BO3MOXHOCTU - (PYHKUMOHANbHbIE BO3MOXHOCTU
CPEeACTB BblYUCNUTENbHON TEXHWUKW, HE OMUCaHHbIE UMM HEe COOTBETCTBYHOLINE
OMUCaHHbIM B [OKyMeHTauuu, npuv MCNONb30BaHUM KOTOPbIX BO3MOXHO
HapyLweHune KOHMAEHUNanbHOCTH, AOCTYMNHOCTM nnm LLeNoCTHOCTH
obpabaTbiBaeMomn MHpopmMaLmu.

HecaHKuMOHMpOBaHHbIN AOCTYN (HECAaHKLMOHUPOBaAHHbIE AEUCTBUSA) -
AOCTYN K MHpopMaumm nnm OencTBnsa ¢ MHGOpMaumnen, Hapylwawwme npasuna
pasrpaHn4eHuns aocTyna c ncnonb3oBaHNeEM LWTaTHbIX CpeAacTB,
npeaocTaBnsaeMbiX NUHPOPMALMOHHBIMU CUCTEMaAMM NEPCOHASbHbIX AaHHbIX.

Hocutenb uHcpopmayum - punsmdeckoe nmuo nnn matepuanbHbin 06BHEKT,
B TOM u4ucne dusnyeckoe none, B KOTOPOM WHpopmauma HaxogutT CBoOe
OoTpaxeHue B BMAE CMMBONOB, 06pa3oB, CUMrHamnoB, TEXHUYECKUX PpeLleHUn U
NPOLLEeCCOB, KONMMYECTBEHHbIX XapaKTepPUCTUK PU3NYECKNX BENUYNH.

O6Ge3nuunBaHMe nepcoHanbHbIX AaHHbIX - OENCTBUA, B pesynbraTe
KOTOpPbIX HEBO3MOXHO oOnpeaenuTb NPUHAANEXHOCTb NepCOHarbHbIX AaHHbIX
KOHKPETHOMY CyObeKkTy NepCOHanbHbIX JaHHbIX.

O6GpaboTka nepcoHanbHbIX AaHHbIX - AencTeus (onepauun) ¢
nepcoHanbHbIMKU [aHHbIMKW, BKMO4aa cOop, cucTemaTusauuio, Hakonnelue,
XpaHeHue, yTOYHEeHune (o6HOBNEHME, N3MeHeHue), ncnonb3oBaHue,
pacnpocTpaHeHne (B TOM uucne nepepadvy), obesnumumBaHue, 6nokmpoBaHue,
YHUYTOXEHNE NePCOHarNbHbIX LaHHbIX.

OGwenocTynHble NepcoHanbHble AaHHble - NepcoHarnbHbIE AaHHblE,
AOCTYN HEeOrpaHWYeHHOro Kpyra nuu K KOTOpbIM NpefocTaBfieH C cornacus
cybbekTa nepcoHanbHbIX [aHHbIX WM Ha KOTOpble B COOTBETCTBUM C
degepanbHbiMM 3aKOHaMM He pacnpocTpaHdaeTca TpeboBaHne cobnoaeHus
KOHMOEHUMAaNbHOCTK.

OnepaTtop (nepcoHanbHbIX JAaHHbIX) - TOCYOApPCTBEHHbLIA OpraH,
MYHMUUNANbHbIA OpraH, lpuandeckoe nnn pusmyeckoe nuuo, opraHmsytollee u
(vnn) ocywecTBngawwee o06paboTKy nepcoHanbHbIX AaHHbIX, a Takxe
onpegensiowmne Lenu n cogepxaHme ob6paboTkm nepcoHanbHbIX AaHHbIX.

TexHu4yeckmne cpeacTBa MH(POPMALMOHHON CUCTEMbI NEePCOHaNbHbIX
OaHHbIX - CpeacTBa  BblYUCAUTENbHOW  TEXHWKU, UHMOPMAUMOHHO -
BblYUCNUTENbHbIE KOMMNIIEKChI U CeTU, CpeacTBa U CUCTEMbl Nepegayun, npymemMa u
obpaboTtku MNAH



(cpeactBa M cucTeMbl 3BYKO3anucu, 3BYKOYCUITEHUSA, 3BYKOBOCMNPOU3BeOdEeHUS,
neperoBopHble U TeneBU3WOHHble YCTPOMUCTBA, CpeacTBa WU3roTOBMEHUS,
TUPAXNPOBAHUS [LOOKYMEHTOB W [pyrne TexHuyeckne cpencrea obpaboTkm
peyeBOon, rpaduyeckon, BuAeO- U OYKBEHHO-UMGPPOBOM WHGOPMaLMN),
nporpaMmmHble cpefctea (onepauuvoHHblIe CUCTEMbI, CUCTEMbl YynpaBneHus
6asamMn gaHHbIX M T.M.), CPeAcTBa 3alnTbl MHPOPMaLUK, NPUMEHSEMble B
NHOPMAaLMOHHBIX CUCTEMAX.

NMepexBaTt (MHOpMaLUK) - HenpaBoMepHOe NofyvYeHne NHopMaLnm ¢
MCNONb3oBaHMEM TEXHUYECKOro CpeacTBa, ocylwecTBrnswowero obHapyxeHue,
npuem n o6paboTky MHPOPMATUBHBIX CUTHANOB.

NMepcoHanbHble pAaHHble - nbas WHpopmauus, OTHOCAWAACA K
ornpenesieHHOMY wWnn onpegensemMoMy Ha OCHOBaHUM TakoW WHOpMauuu
dunamyeckomy nuuy (CyObekTy nepcCcoHanbHbIX AaHHbIX), B TOM 4uCne ero
damunusa, uMda, OT4eCTBO, rof, Mecsu, fJaTta U MeCcTO poXAeHus, ajpec,
ceMenHoe, coumanbHoe, WUMYyLLeCTBEHHOe  MorfioxeHne, obpasoBaHue,
npodeccus, ooxoabl, gpyrasa nHgopmauyms.

Mobo4YHble  3INEeKTPOMarHUTHble  U3NYYEeHUss U HaBOAKM -
9IeKTPOMAarHUTHble U3Ny4YeHUs TeXHUYECKUX cpeacTB obpaboTku 3awmiiaemon
WHOpMauMn, BO3HMKawLWMe Kak noboyHoe dABfieHMe U Bbl3BaHHbIE
3IeKTPUYECKMMU CUTHANaMm1, AeNCTBYIOLWMMU B UX INTEKTPUYECKUX U MArHUTHbIX
uensx, a Takke 3NekKTPOMarHMTHble HAaBOAKW 3TUX CUTHANOB Ha TOKONpoBoAsLme
NIMHUN, KOHCTPYKUMN U LUenn NUTaHus.

Monutuka "yncroro crona" - KOMNIIEKC OPraHM3auMOHHbIX MEPONPUATUN,
KOHTPONMPYHOLLMX OTCYTCTBMUE 3anncbiBaHUA Ha BDyMaXkHble HOCUTESN KIYeEN U
aTpubyToB gocTyna (naponemn) n xpaHeHUa ux B6nm3n o6bekToB AoCTyna.

NMonb3oBaTenb MH(pOPMaLMOHHOMN CUCTEMbI MEePCOHaNbHbIX AAaHHbIX
- nuuo, ydvacTteywwee B (PYHKUMOHUPOBAHUN WHAPOPMALNOHHON CUCTEMBI
nepcoHanbHbIX AaHHbIX U UCNOMb3YyoLee pe3ynbTaTbl €€ (PYHKLNOHNUPOBAHUS.
lMpaBuna pasrpaHM4yeHna 4OoCTyna - COBOKYMNHOCTb MpaBusl, pernamMmeHTupyrLwmnx
npasa gocTyrna cybbekToB AOoCTyna K obbekTam goctyna.

MporpammMHan 3aknagka - Ko nporpamMmmel, npegHaMepeHHO BHECEHHbIN
B nNporpaMmMy C LUEnbl OCYyWeCcTBUTb YTeuyKky, W3MeHUTb, 6nokupoBaTh,
YHUUTOXUTb MHGOPMALUKD NN YHUYTOXUTL U MOoaudULmMpoBaTb NporpaMmMHoe
obecnevyeHne WHPOPMALUNOHHOMN CUCTEMbI MNEPCOHamNbHbIX AaHHbIX W (MNK)
GnoknposaTb annapaTHble cpeacTBa.

MporpammHoe (NnporpamMMHO-MaTemMaTU4Yeckoe) Bo3gencTteue
HeCaHKLMOHNPOBAHHOE BO34ENCTBME Ha pecypCbl aBTOMaTU3MPOBAHHOM
MHPOPMALMOHHOW CUCTEMBI, OCYLLECTBAAEMOE C NCMOSIb30BaHMNEM
BPeAOHOCHbIX Nporpamm.

PackpblTne nepcoHanbHbIX [aHHbIX - YMbIWEHHOE WM CchnyvYanHoe
HapyLleHne KOHPUOEeHUNanbLHOCTU NePCOHarbHbIX JaHHbIX.

PacnpoctpaHeHuMe nepCcoHanbHbIX AaHHbIX - JENCTBUSA, HAanNpaBJieHHble
Ha nepefadvy MNepcoHanbHbIX AaHHbIX onpeAeneHHOMYy Kpyry nuy (nepepavda
nepcoHasnbHbIX AAHHbIX) MW HA O3HAKOMIIEHME C MepPCOHanbHbIMW AAHHbLIMU
HEeOrpaHM4YeHHOro Kpyra nuy, B TOM 4ucne obHapogoBaHME nepcoHarnbHbIX
AaHHbIX B cpeacTBax MacCoBOW MHOpMaLUK, pasMmelleHme B MHPopMaLNOHHO
TeNIeKOMMYHUKALNOHHbBIX CETAX UNu npegoctaBrneHne JocTyna K nepcoHasribHbIM
AAHHBLIM KaKUM-nMbo MHbLIM CocoBoMm.

Pecypc wuH¢opmMaumMoOHHOM CUCTEMbl - WMEHOBAHHbIA 3NEMEHT
CUCTEMHOro, NPUKNagHoro unu annapaTtHoro obecnevyeHnsa yHKLMOHMPOBAHUSA
NHPOPMaLNOHHON CUCTEMBI.

CneuuvanbHble KaTeropuu nepcoHasibHbIX AaHHbIX - NepcoHarbHble
AaHHble, KacatwLmecs pacoBoMu, HaLMOHaNbHON NPUHaANEeXHOCTH,
NONMNTUYECKUX



B3rna40B, PENUrMo3HbIX Unu mnocodckmnx yoexaeHnn, CoOCTosHNSA 300pOBbS U
WHTUMHOWN XN3HN cybbekTa nepcoHanbHbIX AAHHbIX.

CpeactBa BbIYUCIIUTENTBHOMU TEXHUKU - COBOKYMHOCTb MPOrpaMMHbIX Y
TEXHUYECKMX  SNEeMEeHTOB  cucteM  0o6paboTKM  AaHHbIX, CNOCOBHbIX
PYHKLUMOHMPOBATb CaMOCTOATENBHO UMW B COCTaBe ApPYyrnx CUCTEM.

Cyb6beKkT goctyna (Cy6obeKkr) - nnuuo unu npouecc, AencTBUA KOToporo
perrnaMmeHTUpyTCa NpaBunaMmn pasrpaHmyeHuns gocryna.

TexHn4YeCcKMN KaHan yTeykun MHopmMauum - COBOKYMNHOCTb HOCUTENS
nHgopmaumn (cpeactea obpaboTku), m3anyeckon cpeabl pacnpocTpaHeHus
MHGOPMATMBHOIO curHana u CcpeacTB, KoTopbiMu fob6biBaeTcs 3awuuiaemas
nHopmauyms.

TpaHcrpaHMyHass nepepayvya nepcoHanbHbIX AaHHbIX - nNepejava
nepcoHanbHbIX [daHHbIX ornepaTtopoM 4epe3 [ocyaapCTBEHHYK rpaHuLy
Poccuinckon ®depepaumm opraHy BfiacTU  WMHOCTPAHHOrO  rocygapcTia,
bu13ndeckomy nnm Lpugn4eckomMy nuuy MHOCTPaHHOro rocygapcTsa.

Yrpo3bl 6e30MacHOCTU NepcoHanbHbIX AaHHbIX - COBOKYMHOCTb
yCNoBUiA N (hakTOpoB, CO3ZAKLLMX OMNACHOCTb HECAHKLMOHUPOBAHHOIO, B TOM
yucre criydyamHoro, AocTyna K nepcoHanbHbIM JaHHbIM, pe3ynbTaTOM KOTOPOro
MOXEeT CcTaTb YHUYTOXEeHWe, u3MeHeHune, OnoKnpoBaHue, KonupoBaHue,
pacnpocTpaHeHne NepcoHarbHbIX JaHHbIX, @ TaKKe UHbIX HECAaHKLNOHUPOBAHHbIX
aencTemn npu umx obpaboTke B WHGMPOPMALMOHHOW CUCTEME MNEPCOHAamNbHbIX
AaHHbIX.

YHUUYTOXKEHNe nepcoHanbHbIX AaHHbIX - [OENCTBUA, B pesynbTaTe
KOTOPbIX HEBO3MOXHO BOCCTAHOBWUTb COAepXaHue nepcoHasibHbIX AaHHbIX B
MHOPMaALMOHHON CUCTEME NEPCOHASTbHbIX JaHHbIX UKN B pe3ynbTaTe KOTOPbIX
YHUYTOXATCA MaTepuanbHble HOCUTENN NepCOHanbHbIX JaHHbIX.

YTeuka (3awmwaemon) uHdpopMaumMm nNO TEeXHUYECKUM KaHanam -
HEKOHTpPONMpyemoe pacnpocTpaHeHne nHdpopmMmaumm oT HOCUTENS 3aluaeMon
nHopmMaumm yepes pu3nYeckyro cpedy OO TEXHUYECcKoro CcpeacTtsa,
OCyLLeCTBMAOLWero nepexsaT MHopmauuu.

YazBumocTtb - cnaboctb B cpeacteax 3awUTbl, KOTOPYH MOXHO
MCNONb30BaTbh [ANS HapyWeHUss CUCTEMbI WM cogepXawencs B  Heu
nHopmaymu.

LenocTtHoCcTb MH(popMaumm - cnocobHOCTb CpeacTBa BblYMCANTENbHOMN
TEXHUKW WM aBTOMaTU3MPOBAHHOM cCUCTEMbl obecneymBaTb HEU3IMEHHOCTb
NHOpMaLMN B YCMOBUAX CIYyYaWHOro wu/vnu npeaHaMepeHHOro MCKaXXeHUs
(paspyweHus).

O6Go03Ha4YeHNsA N CoKpalleHus:

ABC - aHTUBUpPYCHbIE cpeacTBa

APM - aBToMaTn3snpoBaHHOe paboyee MecTo

BTCC - BcnomoraTtenbHble TEXHUYECKNE CPEeACTBA N CUCTEMBI
NCTOH - nHpopmMaumnmoHHas cuctema nepcoHarnbHbIX AaHHbIX
K3 - KoHTponupyemas 30Ha

JIBC - nokanbHaga BblYUCNUTENbHAA CETb

M3 - mexceTeBON 3KpaH

HC[ - HeCcaHKUMOHMPOBAHHbLIN OOCTYN

OC - onepauunoHHas cuctema

MNOH - nepcoHanbHbIE JaHHbIE

MMB - nporpammHo-maTemMaTu4yeckoe BO34eNCTBUE

MO - nporpammHoe obecneveHne

NM3MUWH - noboYHble 3reKTPOMarHUTHbIE U3NYYEeHUs U
HaBOAKM

CAS3 - cuctema aHanmsa 3aLMLLEHHOCTHU

C3W - cpeacTBa 3awwnTbl MHpopMaumm



C3lMAH - cuctema (nogcuctema) 3awmTbl NepCOHanbHbIX JaHHbIX
COB - cuctema obHapy>XeHUs BTOPXeHUI

TKY U - TexHMYeckne kaHarbl yTeYKN MHOPpMaLNK

YBMNOH - yrpo3bl 6e30nacHOCTM NepcoHanbHbIX AaHHbIX

Knaccudgukaumsa HapywumTenen

Mo npusHaky npuHaanexHocTu kK MCIMNOH Bce HapywunTenun genaTca Ha ase
rpynnbi:

- BHELWHNE Hapywutenun - dusnyeckue nuua, He uMmelwme npaea
npebbiBaHNA Ha TEeppUTOPUM KOHTPONMUPYEMOM 30HbI, B npegenax KoOTOpon
pa3meljaetca obopynosaHne NCIMOH;

- BHYTPEHHME Hapywutenun - duamyeckme nuuya, uMerwmne npaso
npebbiBaHNA Ha TeppuUTOPUM KOHTPONUPYEMOW 30HbI, B nNpefenax KOTOpPOW
pasmewaetcs obopynosaHue NCIOH.

BHelwHMN HapywmnTenb

B kadecTBe BHELWIHEro Hapywutena WHGOPMaLMOHHON 6e3onacHoCTw,
paccmMaTpuBaeTCsa HapyLWNTENb, KOTOPbIN HE UMeeT HeNOCPeACTBEHHOro AOCTyna
K TEXHUYECKUM cpefcTBaM U pecypcaM CUCTEMbl, Haxogsdwmumca B npegenax
KOHTPONMPYEMOU 30HbI.

lMpeononaraetc4d, YTO BHELWHMIW HAPYLLUNTENb HE MOXET BO34eNCTBOBATb Ha
3awmuiaemyro MHopmaumio No TEXHUYECKUM KaHanam yTeyku, Tak Kak obbem
nHpopmaummn, xpaHumom wn obpabateiBaemon B WCIIOH, <saBnaetcsa
HEeJOCTaTOYHbIM AN BO3MOXHOW MOTMBALWMW BHELIHEro Hapywutens K
OCYLLECTBIIEHUKD  OENCTBUW, HanpasBfeHHbIX YTeyky WHgopmaumm  no
TEXHUYECKMM KaHanam yTedku. [lpegnonaraeTtcs, 4TO BHELWHWW HapylwuTenb
MOXEeT BO34EeNCTBOBaTb Ha 3aluuiaemMytd MHPOPMaUM0 TONbKO BO BpeMs ee
nepegaym nNo KaHanam CBA3MN.

BHYTpeHHUI HapywmnTens

B0O3MOXHOCTM BHYTPEHHETO HApPYLIMTENS CyLeCTBEHHbIM 06pa3om 3aBuCAT
OT [OEeNCTBYKOWMUX B npegenax KOHTPOMUMPYEMOM 30Hbl OrpaHMYMUTENbHbIX
akTopoB, U3 KOTOPbIX OCHOBHbIM SBMASETCA peanu3auus Komnnekca
OpraHM3auMOHHO-TEXHMYECKMX Mep, B TOM 4Yucre no nogbopy paccTaHOBKE U
obecnevyeHnio BbBICOKOM MpoeccnoHanbHOM NOArOTOBKM KaapoB, AOMYycCKY,,
du13NYECKNnX nuy, BHYTPb KOHTPONMPYEMOM 30HbI W KOHTPOSMIO 3a MOPSLKOM
nposegeHns paboT, HanpaBfeHHbIX Ha nNpegoTBpalleHMe W npeceyeHue
HeCaHKLUWOHNUPOBAHHOIo gocTyna.

Cuctema pasrpaHunyenus goctyna VCIMOH obecneynBaeT pasrpaHuyeHue
npaB nonb3oBaTenen Ha [OCTyn K WHGPOPMALMOHHBLIM, MPOrpamMMHbIM,
annapaTHbiM 1 gpyrum pecypcam NCI1[OH B COOTBETCTBUM C MPUHATON NONUTUKON
nHopmMmaumoHHon 6esonacHocTu. K BHYTpEHHUM HapywuTendam  MoryT
OTHOCUTbLCA:

- agmuHuctpatopbl WCIMOH (kaTteropus |);

- aOMUHUCTPATOpPbl KOHKPETHbIX noacuctem wunu 6a3 gadHHbix WCTOH
(kaTteropus I1);

- nonb3oBatenu NCIOH (kaTeropua I1);

- nonb3oBaTenu, ABMSLWNECS BHELWLHMMM MO OTHOLIEHWUIO K KOHKpeTHON AC
(kaTteropus IV);

- nuua, obnajawowme BO3MOXHOCTbD [OCTyna K cucteme nepegayvu
AaHHbIX (kaTeropus V);

- COTPYOHMKN panioOHHOro CoBeTa, UMeKLWMe CaHKLUMOHUPOBAHHbIN 4OCTYN
B CNyXXeOHbIX Lensx B NOMELLEHMS, B KOTOPbIX pa3mMeluatotcs anemenTol MCTH,
HO He nmetolme npaBa gocTtyna Kk HUM (kateropus VI);

- obcnyxuBalwmni nepcoHan panoHHOro coeTa (oxpaHa, paboTHUKM
WHXEHEePHO-TeXHMUYECKNX cnyxo6 n 1.4.) (kateropus VII);



- YNONMHOMOYEHHbIn nepcoHan paspabotumkos WCIIOH, KOoTOpbIN Ha
AOrOBOPHOW OCHOBE WMeeT MNpaBO Ha TexHuveckoe obcnyxuBaHue u
Moandukaunto komrnoHeHToB NCIOH (kaTeropus VIII).

Ha nuy kateropun | n |l BO3noXeHbl 3agayn no agMUHUCTPUPOBAHUIO
nporpaMmMHo-annapaTHbix cpeactB n 6a3 gaHHbix VCIMOH ona mnHTerpaunm u
obecneyeHnsa B3aMMOOEWCTBUA PasfnMYHbIX NOACUCTEM, BXOAALWMX B COCTaB
NCIMOH. AOMUHUCTpaATOpbl NOTEHUManbHO MOryT peanu3oBbiBaTb Yrposbl UMb,
MCNONb3yss BO3MOXHOCTM MO HeNocpeaCcTBEHHOMY [OCTyny K 3aliuuiaemon
nHgopmaummn, obpabateiBaemon n xpaHumon B UCIMOH, a Takke K TEXHUYECKUM
n nporpammHbiM  cpegctBam  WCTOH, Bkno4as cpenctea  3alUMUThI,
ncnonb3yemble B KOHKpPeTHbIX AC, B COOTBETCTBUM C YCTAHOBMEHHbLIMU A1 HUX
aAMWUHUCTPATUBHBIMU NOTHOMOYUSMMU.

OTM Nnuua XopoLwo 3HAaKOMbl C OCHOBHbIMW anroputMamu, NpoTOKONamu,
peann3yembiMM U UCMOSMb3yeMbIMU B KOHKpeTHbIX nogcuctemax n UCMOH B
Luenom, a Takke C NpUMeHsSeMbIMU NPUHLMNAMM U KOHUEeNUnMsamMm 6e3onacHOCTU.

NMpegnonaraetcsd, 4YTO OHM Mornu Obl MCNONb30oBaTb CTaHOapTHOe
obopygoBaHmne nnbo Ana ngeHTudmkaunm yassmumocTen, nnbo anga peanumsauum
yrpo3 Ub. [laHHOe obopyaoBaHMe MOXET OblTb Kak 4acTbl LITATHbIX CPEACTB,
TaKk M MOXeT OTHOCUTbCA K JIerko noflydyaemMomy (Hanpumep, nporpamMmmMmHoe
obecneyveHne, NonyyYyeHHoe M3 06LWEQOCTYMNHbIX BHELLHUX MCTOYHMKOB).

Kpome TOro, npepgnonaraetcs, 4to 3TM nuua mornu 6bl pacnonaratb
cneumannanpoBaHHbiM 060pyaoBaHNEM.

K nuuam kateropun | n Il BBUAY uX uckntoumtenoHon ponu B UNCIIOH
AOSMKEH NPUMEHSATBCS KOMMNEKC 0COObIX OpraHn3auMoOHHO-PEXMUMHBIX MepP NO UX
noadbopy, NPUHATUIO Ha paboTy, Ha3HaA4YeHU Ha [AOSMKHOCTb W KOHTPOH
BbINONTHEHUA (PYHKUMOHASbHbIX 0653aHHOCTEN.

lMpepnonaraeTcs, 4TO B yYucno nuy kateropun | n |l 6ygyT BknovaTbCs
TONbKO AOBEPEHHbIE NnLa U NO3TOMY YKa3aHHble fnLa UCKNKYarTCca U3 Ynucna
BEPOSATHbIX HapyLWnTENen.

MpepnonaraeTcs, 4to nuua kateropun IlI-VIII OTHOCATCA K BEPOSATHbLIM
HapyLWNTENsaMm.

MpegnonaraeTcs, YTO BO3MOXHOCTb CroBopa BHYTPEHHUX HapywwuTeneun
MarnoBeposiTHa BBMAY NPUHATBLIX OPraHnU3aLMOHHbIX U KOHTPONUPYHOLWKNX Mep.

NpeanonoxeHusa o6 umMerowencs y HapywuTens
nHdopmauum o6 ob6bLeKTax peanmsaumm yrpos

B kauyecTBe OCHOBHbIX YpOBHEW 3HaHUW Hapywwutenenm o6 AC MOXHO
BblAENUTb crnefyoLme:

- obwaa wuHdopmauma - wuHopMauUUM O Ha3HayeHus n obuwmx
xapaktepuctukax NCIMAOH;
- 3KcnnyaTauumoHHasas WHopMauus - MWHOpMauus, NonyvyeHHas wu3
aKcnnyaTauMoHHOW OOKYMEHTaUUu;
- YyBCTBUTENbHAA wuHMopmauma - uHdopmaumda, [ononHswwas

aKcnnyaTaumoHHy uHpopmaunio o6 WCIMOH (Hanpumep, cBeAeHUs U3
npoekTHOW gokymeHTauun VCIOR).

B yacTHOCTU, HapywnTernb MOXeT UMETb:

-0aHHble 006 opraHuMsaumm paboTbl, CTPYKType U  UCNOMb3yeMblX
TEXHUYECKUX, NMPOrpaMMHbIX U NpOrpamMMHO-TeXHMYeckux cpencrteax NCIOH;

- cBefeHnsa o6 nHgopmaymoHHbix pecypcax NCIOH: nopsagok u npasuna
CO34aHus, XpaHeHus W nepefavnm MHPOPMaUUK, CTPYKTypa W CBOWCTBA
NHOPMaLMOHHbBIX NOTOKOB;



- AaHHble 00 yA3BMMOCTSX, BKMOYas AaHHble O HEeLOKYMEHTUPOBAHHbIX
(HegeknapuMpoBaHHbIX)  BO3MOXHOCTAX  TEXHUYECKUX,  MPOrpamMMHbIX WU
nporpammHoTexHunyeckux cpeacts NCI1OH;

- AaHHble 0 peanu3oBaHHbIX B [IC3W npuHumnax n anroputmax; - UICXO4HbIe
TeKCTbl NnporpammHoro obecnevyenna NCIOH;

- CBeZleHNs1 0 BO3MOXHbIX KaHanax peanunsauum yrpos;

- NHopMaumto o cnocobax peannsauunm yrpoas.

MpepgnonaraeTcs, 4To nuua kateropuu Il n kateropum IV BnageoT TONbKO
aKkcnnyaTauMoHHOW uHpopmaunen, 4To obecneymBaeTca OpraHM3aUMOHHbIMU
Mepamu. [lpu atom nwuua kateropum |V He BnagewT naposibHOWM,
ayTeHTUdMumpywen un KrnwoyYeBon WHGopmauunen, mcnonbdyemom B AUC, K
KOTOPbIM OHU HE MMEIT CaHKLMOHNUPOBAHHOIO AOCTyna.

lMpeononaraetcq, 4To Nuua kateropun V BnagewT B TOW UK MHOM YacTu
YYBCTBUTENbLHOW W 3KCMNyaTauyMoHHOW MHJOpMaunen o cucTteme nepenaymn
nHpopmaummn n obuwen mHdpopmaunen od6 AUC, ncnonb3yrwmnx 3Ty CUCTEMY
nepegaym nHopmMaumm, 4To obecnevymBaeTcs opraHM3aunoHHbIMU mepamu. MNpu
3TOM nuua kateropum V He BnagelT NaposibHOW W ayTeHTuduumpytowen
nHpopmauymen, ncnonozyemon B AUC.

Mpeaononaraetcq, 4to nuua kateropuun VI n nuua kateropun VIl no ypoBHio
3HaHUN He NPeBOCXOLAT nuua kateropum V.

Mpepnonaraetcsa, 4to nuua kateropumn VIII obnagatoT 4yBCTBUTENLHON
nHpopmauymen 06 NCIMOH 1 pyHKUMOHANBbHO opueHTUpoBaHHbIXx AVC, Bkntovas
nHpopmaumio 06 ya3BMMOCTAX TEXHUYECKMX U nporpammHbix cpencts UCTIOH.
OpraHu3aunoHHbIMM MepamMu NpeanofnaraeTca UCKMIYUTb OCTYN NUL, KaTeropum
VIl Kk TexHnyeckum n nporpammHeiM cpeacteam NCIOH B MOMeHT 06paboTku ¢
NCNONb30BaHNEM 3TUX CPEACTB 3alimLaeMon MHopMaLnm.

Taknm obpasom, Hanbornee MHpopmuposaHHbIMM 06 AUC aenarTca nuua
kaTteropuu Il n nuua kateropum VIlI.

CTteneHb NHOOPMUPOBAHHOCTU HAPYLIMUTENSA 3aBUCUT OT MHOMMX (haKToOpOB,
BKMOYasa peanu3oBaHHble B aAMWHUCTPALUU KOHKPETHble OpraHu3aunoHHbIe
Mepbl U KOMMeTeHuuno Hapywutenen. MoaTomMy 0OOBbEKTUBHO OUEHUTH O6BLEM
3HaHWN BEPOATHOrO HapywuTensa B obuwem cnyvyae npakTu4eckn HeBO3MOXHO.

B cBAA3W C M3MOXEHHbIM, C LENbl CcOo34aHUs onpefeneHHoro 3anaca
NPOYHOCTN nNpeanofnaraeTcs, YTO BEPOSATHbIE HapywuTenu obnagalwT BCeN
nHpopmauymen, Heobxogmmom pAna MNOATOTOBKM W peanusauunm yrpos, 3a
WCKITIOYEHMEM MHOpMaUnKM, [OCTYyn K KOTOPOM CO CTOPOHblI HapywwmTens
NCKINOYaeTCcs cMcTtemMon 3awmTbl MHopMauunun. K Takon nHdgopmaumm, Hanpumep,
OTHOCUTCHA NaponbHas, ayTeHTUuUMpyLwas n knoyesasa nHpopmaums.

MpeanonoxeHuss 06 UMeELNXCH Y HapywuMTensa cpeacrtBax peannsauunm
yrpos

lMpepnonaraeTcs, 4YTO HapyWUTENb UMEET:

- annapaTtHble komnoHeHTbl C3MOAH n Co C3IOH;

- JOCTynHble B cBOGOAHOM npodaxe TexHWYeckne cpencrea  m
nporpaMmmHoe obecneyeHue;

- cneumanbHo paspaboTaHHble TexHM4Yeckue cpeacTBa M NporpaMmHoe
obecneyeHue.

BHyTpeHHUI HapyLwmMTenb MOXeT UCMNoSib30BaTh LWTAaTHbIE CpeacTBa.

CoctaB wumMelWMXCA Yy HapywuTenss CpeacTtB, KOTOpble OH MOXeT
ucnonb3oBatb Ana peanu3auyum yrpo3 Wb, a Takke BO3MOXHOCTM NO MX
NPUMEHEHUIO 3aBUCAT OT MHOIMMX aKTOpOB, BKMKYas peanM3oBaHHble Ha
obbekTax agMUHUCTPaALMN KOHKpPETHble OpraHu3auuoHHble Mepbl, (PUHAHCOBLIE
BO3MOXHOCTM MU KOMNETEHUMIO HapyLLUnTenen.



MoaToMy O6BEKTUBHO OLLEEHUTb COCTaB MMEKLMXCA Y HapyLWnTena CpeacTB
peanusauumn yrpos B obuiem cnyvyae npakTuyeckum HEBO3MOXHO. [loaTomy, Ans
co3gaHus yctonymson C3IMOH npegnonaraeTcs, YTO BEPOATHbIN HapywuTenb
nMmeet BCe HeobGxoaumble ONA peanusaumn yrpo3 cpeacrtsa, BO3MOXHOCTU
KOTOpbIX HE NpPeBOCXOAAT BO3MOXHOCTM aHamNOrn4YHbiX CPeAcTB peanusaunm
yrpo3 Ha  MHopmauumio, coAepxally  cBefeHus, cocTaBnsoowme
rocygapCTBEHHYHO TaWHy, W TEeXHUYeckme u nporpamMMHble CpeacTBa,
obpabaTbiBatowme aTy MHGPOpMaumto.

BmecTe ¢ TeM npegnonaraeTcsd, YTO HapyWwMTENb HE UMEET:

- CpeacTB nNepexsaTa B TEXHUYECKNX KaHanax yTeuku;

- CpeacTB BO34EWCTBUA Yepes3 CuUrHanbHble uenu (MHopMaLuMOHHbIE 1
ynpasnswwmne nHrepdencol CBT);

- CpeAcTB BO3OEWNCTBUA Ha UCTOYHUKM U Yyepes Lenn NuTaHus; - cpeacTB
BO3eNCTBMA Yepes Lenun 3a3eMneHuns;

- CpeAcTB aKTUBHOIO BO34EWCTBUMA Ha TexXHuYyeckume cpeactBa (cpencTs
obnyyeHus).

lMpepnonaraeTc4d, 4To Hanbosee coBepLUIEHHbIMU CpeCcTBaMuU peanusaymnm
yrpo3 obnagatt nuua kateropuu Il n nuua kateropum VIII.

erosbl YTe4YKHn MHq)OpMaLI,VIVI no TexHN4YeCKMM KaHanam

Yrpo3bl yTEe4YKN akycTuyeckomn (pevyeBon) nHpopmaumnm

Bo3HUKHOBEHME Yrpo3 yTEeYKM akycTUYecKon (pedeBon) UHGopmaunu,
coaepxalliencsa HenocpeacTBEHHO B Npon3HOCUMon peun nonb3osatensa ACTIOH,
npn obpabotke MAOH B UCTIOQH, BO3MOXHO Npu Hannymm PyHKUMN ronocoBOro
Beoga MAH B UCIMIOH vnn dyHkunn BocnpousBeneHua [lNOH akycTuyecKumm
cpeacteamun NCIOH.

B UCIMNOH agMunHucTpaumm noceneHuns dyHkummn ronocosoro Beoga [4H
nnun dyHkunm socnponaeenenmsa MNOH akycTnyeckumm cpegcrtsaMmmn OoTCyTCTBYHOT.
BeposTHOCTb peanusaummn yrposbl - ManoBEpPOSITHA.

Yrpo3sbl yTeukn BUAOBOW MHopmMaLmm

Peanusauma yrposbl yTe4yku BMAOBOM MHGOPMaLMM BO3MOXHa 3a cyeT
npocMoTpa WHPOpMauMM C MNOMOLLbD ONTMYECKUX (ONTUKO-3MEKTPOHHbIX)
CpeAcTB C 3KpaHOB [JuCNneeB M [ApYyrMx CpeacTB oTobpaxeHus cpencts
BbIYNCNUTENBHON TEXHUKU, WHPOPMAaLNOHHO-BbIYUCINTENbHBIX KOMMEKCOB,
TEXHMYECKUX cpeacTB ob6paboTkm rpadpuyeckon, Bngeo- n 6ykBeHHo-LMdppoBon
nHopmaumn, Bxoaawmx B coctas NCIOH.

B agmuHucTpaumm  noceneHuss BBeAEH  KOHTpPONb  AocTyna B
KOHTponupyemy 30Hy, APM nonb3oBaTenen pacrnonoxeHbl TakK, 4TOo
NPakTUYECKN UCKMIOYEH BU3yalnbHbIA [OCTYN K MOHMTOpaM, a Ha OKHax
YCTaHOBJIEHbI Xanto3u.

BeposaTHOCTb peanusaummn yrposbl - MaroBeposiTHA.

Yrpo3bl yTedyku nipopmauum no kasHanam NOIMUH

Yrpo3bl yTeukn nngopmauum no kaHany NOMUH, Bo3MOXxHbI n3-3a Hann4us
napasuTHbIX 3NEKTPOMAarHUTHbIX n3nyvyeHun y anemeHtos NCIMOH.

Yrpo3bl JaHHOro Knacca ManoBepOATHbl, T.K. pasMep KOHTpPONMpyemomn
30Hbl 6onbwon, n anemeHTol NCIMOH 3KpaHMPYOTCA HECKOSIbKUMMU HECYLLMMU
CTeHaMu, W napasuTHbIX CUTrHam MacKMpyeTCss CO MHOXEeCTBOM ApYyrux
napasnTHbIX CUTHANoOB 3N1eMEHTOB, He Bxoasawmx B CTOH.



Yrpo3bl HeCaHKUMOHUPOBaAHHOIo AgocTtyna K uHgopmauumm

Peanunsauua yrpos HC[l kK nncdopmauunm MOXeT NpUBOANTL K CreayoLwmm
BMAaM HapyweHusa ee 6e3onacHoOCTH:
- HapyLeHUto KoHnaeHuManbHOCTH (KonMpoBaHue, HenpaBoMepHoe
pacrnpocTpaHeHue);
- HAPYLLUEHNIO LENOCTHOCTU (YHUUTOXEHNE, UBMEHEHMUE);
- HapyLWeHUo OCTYNHOCTU (6rnokMpoBaHme).

Yrpo3bl YHUYTOXEHUSA, XULLEeHUA annapaTHbIX CpeacTB
UCIMNOH HocuTenen uHpopmaumm nytem husanyveckoro goctyna K
anemeHTam UCMNOH

Kpaxa NM3BM

Yrpo3sa ocyuwectBnsgetrca nytem HC[ BHeWwWHMMW WU BHYTPEHHUMMU
HapyLWNTENSMN B NOMELLEHNSA, rae pacnonoxeHol anemeHTsl ACIOH.

B agmMuHucTpauum noceneHus BBeAEeH  KOHTpPOSNb  goctyna B
KOHTPONMPYEMYIO 30HY, ABEPU 3aKPbIBAKOTCA Ha 3aMOK.

BeposTHOCTb peanusaumun yrposbl - ManoBeposiTHA.

Kpaxa HocuTtenen nHcgopmauymm

Yrposa ocyuwectengetrca nytem HCJ BHeWwWHMMW W BHYTPEHHUMMU
HapyLWNTENsMN K HOCUTENAM UHOpMaL U,

B agmuHucTpauum noceneHus  BBeAEeH  KOHTpPOSb  goctyna B
KOHTPONMPYEMYIO 30HY, [ABEpU 3aKpbiBalOTCA Ha 3aMOK, BefeTCs Yy4eT w
XpaHeHue HocuTenen B cende.

BeposTHOCTb peanusaumun yrposbl - ManoBeposiTHA.

Kpaxa knto4en n atpubytoB goctyna

Yrpo3sa ocyuwectBnsetrca nytem HCJ[ BHeWHMMW U BHYTPEHHUMMU
HapywmnTensmum B noMeLweHus, rgoe nponcxoaut paboTta nonb3oBaTenen.

B agMuHucTpauum noceneHuss BBeAEeH  KOHTPoOnb  AocTyna B
KOHTPONMPYEMYIO 30HY, ABEPU 3aKPbIBAOTCA HA 3aMOK, OpraHM30BaHO XpaHeHwue
Kntoyen B cendpe n BBegeHa nonutuka "yncroro crona”.

BepoaTHOCTb peanusauun yrposbl - ManoBeposTHa.

Kpaxu, moangukaumm, yHUHTOXEHUA nHpopmaumm

Yrposa ocywectBnsetca nytem HCI BHEWHUMU U BHYTPEHHUMM
HapyLwnTensaMn B NoMeLleHus, rae pacnonoxeHbl anemeHTol MCIMOH 1 cpeacTtea
3alKTbl, a TaK Xe npoucxoaut paboTa nonb3oBaTenen.

B agmuHucTpauuu noceneHuss BBeAEH KOHTPONb  AdocTyna B
KOHTPONUPYEMYIO 30HY, ABEPU 3aKPbIBAOTCA Ha 3aMOK.

BeposATHOCTb peanusauum yrposbl - ManoBeposiTHa.

BbiBoa 13 ctpos yanos [NOBM, kaHanoB cBa3n



Yrposa ocyuwecTtensgercda nytem HCO BHewWHUMW U BHYTPEHHUMMU
HapywunTensamMm B NnoMeLLleHuns, rage pacnonoxeHbol anemeHTol UCIOH n npoxoaaT
KaHanbl CBA3W.

B agmMuHucTpauum nocerneHus BBeAeH  KOHTpPOSib  AdocTyna B
KOHTPONMpYeMYI0 30HY, ABEPU 3aKPbIBAIOTCA Ha 3aMOK, YCTAHOBIEHbI pPeLUeTKN
Ha nepBbIX 3Taxax 34aHus. BeposaTHOCTb peanunsaunm yrposbl - MarnoBeposTHA.

HeCaHKLI,VIOHVIpOBaHHOG OTKIMro4eHNe cpeacTB 3allnThbl

Yrposa ocyuwectensgerca nytem HCO BHewWHUMW U BHYTPEHHUMMU
HapywmnTensamu B NoMeLeHuns, rae pacnonoxeHsl cpeacrtea 3awmtsel WCIMOH.

B agmMuHucTpauum nocerneHus BBeAeH  KOHTpPOSib  AdocTyna B
KOHTpONMpYyeMyto 30HY, ABepW 3akpbiBaTCA Ha 3amMok, nons3osatenu NCIMOH
MPOUHCTPYKTUpOBaHbl 0 paboTte ¢ MNMOH.

BepoaTHOCTb peanusauun yrposbl - ManoBeposTHa.

Yrpo3bl xuweHus, HeCaHKLMOHUpPOBaHHOM MoaudUKauum mnum
GrnoknpoBaHusa MHopmMaL M 3a cHeT HeCaHKLMOHUPOBAHHOroO
aoctyna (HC[) c npumeHeHneM nporpaMMHo-annapaTHbIX U
nporpamMMHbIX cpeAcTB (B TOM 4yucne nporpaMmMHoO-
MaTeMaTU4eCKux Bo3aenucTBuUMn)

[encrtBms BpeAOHOCHLIX NporpamMm (BMpPYycoB)

MporpammHO-MaTeMaTM4yeckoe BO3OENCTBME — 3TO BO3AEWUCTBUME C
NMOMOLLIbIO BPEOOHOCHbIX nporpamm. lNporpammon ¢ noTeHuManbHO OMNaCHbIMU
nocneacTBUssMM UMM BPEAOHOCHOW nporpamMmon  (BMPYCOM) HasbiBaloT,
HEKOTOPYID CaMOCTOSATENbHYH nporpammy (Habop WHCTPyKUuMn), KoTopas
cnocobHa BbIMOMHATL Nt0b6oe HenycToe NOAMHOXECTBO CriefyoWwmnx PyHKLNN:

- CKpblBaTb MNpU3HaKM CBOEro MpuUCYTCTBUS B MNPOrpaMMHON cpefe
KOMMNblOTEPA;

- obnapgatb cnOCOBOHOCTLIO K camoaybnnpoBaHuto, accoumnpoBaHuto cebs
C ApYrMMun nporpammamu n (Mnm) nepeHocy cBomx oparmMeHToB B UHbIE obnacTu
onepaTMBHOW UMW BHELWHEN NaMATW; - paspylaTb (MCKaxaTb MPOM3BOSbHbLIM
obpasom) Kog nporpamMmm B onepaTUBHON NamaATw;

BbINONMHATL ©€3  MHUMUMMPOBAHMA CO CTOPOHbI  MNONb3oBaTENS
(nonb3oBaTENbCKON MpoOrpamMmbl B LWITATHOM pPEeXMME €€ BbINOSIHEHUS)
AECTPYKTUBHbIE PYHKLUNM (KOMMPOBAHUSA, YHUUTOXEHMUA, BNOKMPOBAHMA 1 T.M.);

- COXpaHATb parMeHTbl wWHboOpMauMm wu3 onepaTMBHOW NaMATU B
HEeKOTOpbIX 0bnacTaX BHELWHEN MNaMATM NPSAMOro Aoctyna (fokKanbHbIX MK
yOaneHHbIX);

- UCKaxaTb Npou3BosibHbiIM obpasom, 6rokupoBatb U (MIK) NOAMEHSATH
BbIBOAMMbIA BO BHELLUHIOK NaMATb MMM B KaHan CBA3M MaccuB WMHdopmauumu,
obpasoBaBlWwMiCca B pesynbTate paboTbl NPUKNAAHbIX MNporpaMmm, WUNnM yxe
HaxoasLWnecs BO BHELLIHEN NaMATU MacCUBbI AaHHbIX.

B agMuHunctpaummn noceneHust Ha Bcex anemeHtax VCIOH ycTaHoBneHa
aHTUBMpPYCHas 3awuTa, BBeAeHa MNOofnMTMKa OrpaHWYeHHOro WCNoNb30BaHUS
nporpaMmm, nofb3oBaTeNM MNPOMHCTPYKTUPOBAHbI O Mepax npeaoTBpaLleHus
BUPYCHOrO 3apakeHus.

BeposaTHOCTb peanusaumm yrposbl - HU3Kas.

HeneknapupoBaHHble BO3MOXHOCTU cuctemHoro MO n MO ans obpaboTku
NepcoHanbHbIX OaHHbIX



HepeknapupoBaHHble BO3MOXHOCTU - (QYHKLMOHAIbHbIE BO3MOXHOCTU
CpencTB BbIYMCIUTENBHOW TEXHWUKW, HE OMMWCaHHbIE UM HE COOTBETCTBYHOLLME
ONMMWCaHHbIM B [OOKYMEeHTauuu, npu WUCNOSb30BaHMM KOTOPbLIX BO3MOXHO
HapyleHne  KOHdMAEeHUMAnbHOCTW,  OOCTYMHOCTWM  WMAW  LLENIOCTHOCTMU
obpabaTbiBaeMon nHopmauunm.

B agmMuHucTpauum nocerneHnss HeT nporpammHoro obecneveHus,
pa3pabaTbiBaEMOro COBCTBEHHbIMM paspaboTunkaMmn/CTOPOHHNMMU
crneunanucTamum.

BeposTHOCTL peanusauunm yrposbl - MarioBeposiTHA.

YctaHoBka MO He CBA3aHHOrO C UCMOSTHEHNEM CrnyXebHbIX 0653aHHOCTeN

Yrposa ocyuecTBnaeTcs nyTemM HecaHKUMOHMpoBaHHOW ycTaHoBku [10
BHYTPEHHUMW  HapyWUTENsMW, 4YTO MOXEeT TMpPUBECTU K HapyLeHUo
KOoH(naeHumManbHOCTU, UenocTHocTM W pgocTtynHoctn Bcen WCIIOH wnu ee
3M1EMEHTOB.

B agmuHucTpauum noceneHuss BBEAEHO pasrpaHuyeHne npaBamu
nonb3oBaTtersien Ha yctaHoBKy 1O 1 ocywecTBnaeTCs KOHTPOSb, Nofib3oBaTeNu
NPOUHCTPYKTUPOBAHbLI O NonnTuke yctaHosku [10.

BeposTHOCTb peanusaumun yrposbl - ManoBeposiTHA.

Yrpo3bl He npeAHaMepPeHHbIX 4eNCTBMN NOoJSib3oBaTesnien u
HapyweHun 6esonacHocTu pyHkumoHmposauua UCMAH v C3MNOH
B ee cocTaBe U3-3a c60eB B NporpaMMHOM obecneyeHUn, a Takxe

OT Yyrpo3 He aHTponoreHHoro (c6oeB annapaTypbl U3-3a
HeHaAeXHOCTU 3NIeMeHTOB, c60eB INEeKTPONUTaHUA) U
CTUXUNHOTIO (yAapoB MOJTHMMK, NOXapoOB, HABOAHEHMUMX U T.N.)
Xapakrtepa

YTpara kntoden n atpmbyToB gocTyna

Yrposa ocyLwiecTBnseTca 3a CYeT [OeUCTBMA 4YernoBevyeckoro dakropa
nonb3oBatenen VCI[H, KOTopble HapywatT MOMOXEHUA NapofibHON NOMUTUKE
B YaCTM UX co3gaHunsa (co3gatoT nerkme Unu nyctble Naponun, He MEHST Naponu
MO WCTEYEHUM CpOKa WX XU3HW WUAW KOMMApoMeTauum W T.M.) U XpaHeHus
(3anucbiBaloT naponuM Ha OGymMaxHble HOCUTENu, nepearT K4yM [ocTyna
TpeTbUM NNLaAM U T.M.) NN HE OCBEOOMIIEHbI O HUX.

B agmuHucTpauum noceneHuvs  BBedeHa  naponbHas  NonuTuUKa,
npegycmaTtpusatoiaas Tpebyemyro CNoXHOCTb Maponsd U Nepuoanyeckyto ero
CMeHy, BBeZeHa nonuTtuka "4ymcrtoro crtona", ocylecTBAseTCcs KOHTPOSb 3a UX
BbINOSIHEHMEM, MONb30BATENN NPOMHCTPYKTUPOBAHbLI O NAPOSIbHOM NOSINTUKE U O
AENCTBUSAX B Criydasax yTpaTbl UM KOMNpOMeTaLun naponen.

BeposTHOCTb peanusaynmn yrposbl - HA3Kas.

HenpegHamepeHHas moandukaumns (YHUYTOXEHME) MHGOpMaLnum
COTpyOHUKaMM

Yrposa ocyuwecTBNsieTcsa 3a CYeT [OENCTBUS 4YerloBe4Yeckoro dakropa
nonb3oBatenen WCII[OH, KOoTOpble HapyLlwawT MOMOXEHNA NPUHATLIX NpaBun
paboTbl ¢ UCIMOH nnu He ocBeaOMIIEHbI O HUX.

B agMuHucTpaumm noceneHns ocyLecTBNAeTCs pe3epBHOE KONMpoBaHue
obpabaTbiBaembix [1[H, nonb3oBaTenun MNPOMHCTPYKTUpPOBaHbI O paboTe C
NCMan.



BeposiTHOCTb peanusauum yrposbl - ManoBeposiTHa.

HenpeaHamepeHHoOe OTKMOYEHNE CPEeACTB 3allUMThI

Yrposa ocyuwecTBnseTcs 3a cyeT [AeNCTBUA 4YerioBeveckoro dakropa
nonb3oBatenen WCIIOH, KoTopble HapywatT MOMOXEHUA MPUHATBLIX MpaBus
paboTtbl ¢ UCIOH n cpeactsamm 3aWwmTbl UM HE OCBEAOMITEHbLI O HUX.

B agmuHucTtpaummu  noceneHns  BBeAEeH  KOHTPoOnb  JocTyna B
KOHTpONMpyeMyto 30HY, [OBEpU 3aKpblBAlOTCA Ha 3aMOK, OCyLleCTBNseTcs
pasrpaHndyeHve JocTyna K HacTpoMkam pexuMoB CpeacTB  3aluThl,
nonb3oBaTeNn NPONHCTPYKTMPOBaHbl 0 paboTte ¢ NCTH.

BeposaTHOCTb peanusaunun yrpossbl - MaroBeposiTHA.

Bbixoa 13 cTposi annapaTHO-NporpaMmHbIX CPeacTB

Yrposa ocyuiecTBndaeTcs BCneacrtene HecoBepLLUEHCTBA
annapaTHONPOrpaMMHbIX CPeACTB, M3-3a KOTOPbIX MOXET MNpPOUCXoanTb
HapyLlleHne LenoCTHOCTM U OCTYNHOCTU 3awmaemMmon nHopmauymn.

B agMuHucTpaumm noceneHuns ocyLlecTBnsaeT pe3epBmMpoBaHme KItoYeBbIX
anemeHToB NCIOH.

BeposaTHOCTb peanusaunun yrposbl - MaroBeposTHA.

C6on cnuctembl aneKTpocHabXeHns

Yrpo3a ocCywecTBnsieTCa  BCNEeACTBME  HECOBEpPLUEHCTBA  CUCTEMbI
aneKkTpocHabXeHuns, n3-3a 4Yero MoOXeT NPOMCX0AMUTb HapyLIEHNE LEeNOCTHOCTU U
AOCTYNHOCTN 3aluniaeMon nHopmaunm.

B agmMumHuCTpauum noceneHumsa kKo BCeM Knto4veBbiM anemeHTam WCTOH
NOAKMIYEHbI MCTOYHMKM OecnepebonHoro nutaHma' u/unu ocyuwecTeBnsaeT
pe3epBHOE KOMUPOBaHUE MHOPMaLUN.

BeposaTHOCTb peanusaunmn yrposbl - MarioBEpPOSATHA.

CtuxumnHoe bencrteme

Yrpo3a ocyuwlecTBnsieTca BCNeaCTBMEe HecobnogeHns Mep noXxapHom
6e3onacHocCTH.

B agmuHucTpauum noceneHuss yCTaHOBMEHa noXapHas curHanmsauus,
nonb3oBaTenn MNPOUHCTPYKTUPOBAHbI O OENCTBUAX B Cllydae BO3HUKHOBEHUS
BHELITATHbLIX CUTYyaLUUN.

BeposaTHOCTb peanusaunun yrposbl - MarnoBeposTHA.

Yrpo3bl npeaHaMmepeHHbIX AeUCTBUN BHYTPEHHUX
HapyLwuTeneu

HocTyn K nHdopmaummn, mogndukauus, yHUUTOXEHNE Nuuamm,
He JonyWweHHbIMK K ee obpaboTke

Yrposa ocyuwecTtensetca nytem HCL BHewWHuXx Hapywutenem B
nomewieHus, rae pacnonoxeHol anemeHTbl WCIOH 1 cpeactea 3alinThl, a Tak xe
npoucxoamnT paboTa nonb3oBaTeNen.



B agmMuHucTpauum  noceneHuss BBeAEeH KOHTPOMb AdocTyna B
KOHTPONUPYEMYIo 30HY, ABEPU 3aKPbIBAOTCA Ha 3aMOK.

BeposAiTHOCTb peanuaauun yrposbl - ManoBeposiTHa.

PasrnaweHue NHdOpMaLKK, mMoaundukaums, YHUYTOXEHNE
COTpyAHUKaMKM gonyueHHbIMU K ee obpaboTke

Yrposa ocywecTBnseTca 3a cyeT [OeUCTBUS 4YenoBevyecKkoro akropa
nonb3oBatenen WCIOH, KoTOpble HapywatrT MOJSIOXKEHUA O HepasrfaweHuu
obpabaTbiBaeMon MHPOpMaLNKM UK He OCBEAOMIIEHbI O HUX.

B agMuHucTpaumm noceneHuss norib3oBaTenn OCBEAOMIIEHbI O nopsaake
paboTbl C nNepcoHanbHbIMW AaHHbIMK, a TaK e nognucanu [oroBop o
HepasrnaweHun. BepoAaTHOCTb peanusauunm yrpo3sbl - MasioBeposiTHa.

erosbl HECaHKUMOHNPOBAHHOIO AOCTYyMa no KaHarnam CBA3nN

B cooTtBeTcTBUM C "TunoBon mogensto yrpo3 6€30nacHOCTM NepCcoHanbHbIX
AaHHbIX, obpabaTbiBaeMbix B pacnpeaeneHHbix UCIMOH, nmetowmx nogkntoveHune
K ceTaMm obuiero nosib3oBaHusa v (MNvM) MexayHapogHoro MHGOPMaLMUOHHOIo
obmeHa" (n. 6.6 basoBon mogenu yrpo3 6e30NacHOCTM NepcoHanbHbIX SaHHbIX
npu mx obpaboTke B WMHMPOPMALMOHHBLIX CUCTEMAX NEpPCOHaNbHbIX AaHHbIX,
yTBEpXOeHHON 3amecTutenem aumpektopa ®CTOK Poccumn 15 depansa 2008
roga), ana NCIOH moxHO paccmaTpuBaTtb creayouwme yrposbl, peann3yembie ¢
NCNONb30BaHNEM NPOTOKOIOB MEXCETEBOIrO B3aMMO4ENCTBUS:

- yrpo3a "AHanus ceteBOoro Tpadguka" ¢ nepexsaToMm nepegaBaemMon U3
NCIOH n npuHnMaemon n3 BHeLWHNX ceTen nHopmauymu;

- Yrpo3bl CKaHUpPOBaHWS, HanpaeBfieHHble Ha BbiABIEHME TMNa WUNu TUMNOB
NCNONb3yeMbIX OMNepaLMOHHbLIX CUCTEM, CETEBbIX agpecoB pabouymx CTaHuun
NCIOH, Tononormn cetun, OoTKPbITbIX MOPTOB U CNyX0, OTKPbITbIX COEAMHEHNIN U
Ap.; 3

- Yrpo3bl BbIIBIIEHUSA Naponen no CeTu; - yrpo3bl HaBsA3bIBAHUE JTOXHOIO
MapLipyTa ceTu;

- Yrpo3bl NOAMEHbI LOBEPEHHOro obbekTa B CeTU; - Yyrpo3bl BHeApeHUs
noxHoro obvekTta kak B UICI[H, Tak 1 BO BHELWHUX CETHAX;

- yrposbl Tuna "OTka3 B obcnyxmsaHuu"; - yrposbl yaaneHHoro sanycka
NPUNOXEHUN;

- Yrpo3bl BHEAPEHUSA MO CEeTU BPEOOHOCHbIX NpOrpamMm.

Yrposa "AHanu3 ceteBoro Tpadpuka"

OTa yrposa peanusyetcsa C MNOMOWbLI cneunanbHOM nporpaMmmebl
aHanusaTopa nakeToB (sniffer), nepexBaTbiBaloLLEN BCe NaKkeTbl, NepegaBaemMble
No CEerMeHTy ceTu, U BblAenswwWen cpeam HUX Te, B KOTOPbIX nepenarTcs
nageHTudgumkaTop nonb3oBaTens U ero naponb. B xoge peanusauyum yrpo3sbl
HapyLlwunTenb:

- n3yvaet noruky pabotel UCIMOH - TO ecTb CTpeMuTcd MonyyYnTb
OAHO3HAYHOEe COOTBETCTBME COOLITUM, NPOUCXOAALMX B CUCTEME, U KOMaHA,
nepecbifiaeMbiX Npy 3TOM XOCTaMuW, B MOMEHT MNOSBMEHUA AaHHbIX cobbiTuin, B
AanbHenwem 39TO MO3BOSISeT  3MOYMbIWIIEHHUKY Ha OCHOBe 3ajaHus
COOTBETCTBYHOLMX KOMaH NONy4YnTb, HanpuMmep, NpMBUNerMpoBaHHble npasa Ha
AEeNCTBUSA B CUCTEME UITN pacCLUMPUTbL CBOU NMOSTHOMOYUS B HEN;

- nepexsaTbiBaeT NoTOK nepenaBaeMblX AaHHbIX, KOTOpPbIMU
0bMeHMBaTCA KOMNOHEHTLI CETEBOM ONEpaLMOHHON CUCTEMBI, AN N3BNeYeHns
KOoH(puaeHumanbHOMn wnn naeHTuPUKaunoHHon wuHgopmauymm (Hanpumep,
cTaTuyeckux naponemu



nonb3oBaTenen Ona [OCTyna K yganeHHblIM xocTam no npotokonam FTP wn
TELNET, He npegycmaTpuBarowmx WndgpoBaHue), ee noaMeHbl, Moandukauum
nT.m.

I'IepeXBaT B npegenax KOHTpOﬂMpyeMOVI 30Hbl BHELUHAMW HaApyLINTETAMU

B agmMuHucTpaumMm  noceneHuss BBeAEH  KOHTpPONb  gocTyna B
KOHTPONMpPYEMYI0 30HY, ABEPU 3aKPbIBAOTCA HA 3aMOK.
BeposaTHOCTbL peanusaumm yrposbl - ManoBeposiTHa.

Yrposa "ckaHupoBaHue ceTtun"

CywHoCTb npouecca peanusauum yrposbl 3akrno4vaeTcsa B nepepadve
3anpocoB ceTeBbIM crnyxbam xoctoB MCIOH n aHanMse oTBeToB OT HUX. Llenb -
BbISBIIEHWE WUCNOMb3yeMblX MPOTOKOMOB, AOCTYMHbLIX MOPTOB CETEBbIX CNYXO,
3aKOHOB  (pOpMUpPOBaAHMA  UNAOEHTUPMKATOPOB COEAMHEHWUW, onpeaerieHne
aKTUBHbIX CeTeBblX CcepBUCOB, noabop uaeHTUPUKATOPOB U naponeun
nonb3oBaTenien.

BeposaTHOCTb peanusaunun yrposbl - MaroBeposTHA.

Yrposa BbIsiBIeHUs naposien

Llenb peanusaunm yrpo3sbl coctonT B nonyvyeHmn HCJLl nytem npeogoneHus
naponbHON 3aWuTbl. 3MOYMbIWMEHHUK MOXEeT peanu3oBbliBaTb Yrposy cC
NMOMOLLbIO Llerioro psga MeToAoB, Takux Kak npoctou nepebop, nepebop c
ncnonb3oBaHWEM crneumarnbHbIX CrioBapen, ycTaHOBKa BPeJOHOCHOW NporpaMmbl
Ans nepexsaTta napons, nogMeHa gosBepeHHoro obbvekta cetu (IP-spoofing) u
nepexsar nakeTos (sniffing). B ocHoBHOM Ansa peanu3auun yrpo3bl UCMONb3YHOTCS
cneunanbHble NporpaMMbl, KOTOpblE MbITATCA MOMYYUTb AOCTYN XOCTY MyTem
nocrnegosaTtenbHoro noabopa naponen. B cnyyae ycnexa, 3NOYyMbIWIIEHHUK
MOXeT co3faTb Anga cebsa "npoxoa" ansa 6ygyuwero goctyna, kotopblin 6ygeTt
AencTBOBaTb, JaXe eCcnn Ha XOCTe U3MEeHUTb Naposib JoCTyna.

BepoaTHOCTb peanusauumn yrpossbl - ManoBeposTHa.

yrp03bl HaBA3bIBaHUE JTOXKHOIo MmapLuipyTta CceTu

[aHHaa yrposa peanudyetca OOHMM U3 [OBYX CNocoboB: nyTem
BHYTPUCErMEHTHOrO UMM  MEXCEerMeHTHOro HaBA3biBaHWA. Bo3MOXHOCTb
HaBA3bIBaHMS JIOXKHOro MaplpyTta obycroBrieHa HepoctaTkamu, NpUCYLLUMU
anropyTMamMm MaplpyTtmsaumm (B YaCTHOCTU M3-3a npobnemsbl naeHTudumkaumm
CeTeBbIX YNpaBnALWMX YCTPONCTB), B pedynbTate 4Yero MOXHO nonacTb,
HanpuMmep, Ha XOCT MWNW B CeTb 3MOYMbIWIIEHHMUKA, e MOXHO BOWTM B
ornepaunoHHYy0 cpefy TexHudeckoro cpeactsa B coctaBe VICIOH. Peannsauun
Yyrpo3bl OCHOBbLIBAETCH Ha HECaHKUMOHUPOBAHHOM MCNOMb30BaHUM MPOTOKONOB
mapuwpyTtusaumn (RIP, OSPF, LSP) n ynpaBneHunsa cetbto (ICMP, SNMP) aons
BHECEHUSA U3MEHEHU B MapLupyTHoagpecHble Tabnuubl. [NMpu 3TOM HapywnTento
HeobxoanMMo nocnatb OT WMEHW CeTeBOro YnpasBnswWwero ycTponcTsa
(Hanpumep, mapwpyTusatopa) ynpasnstouiee coobuieHme.

BeposaTHOCTb peanusauun yrpossbl - ManoBeposTHa.

Yrpo3bl NoAMEHbI IOBEPEHHOIO 06bEeKTa
Takaa yrposa od@eKTUMBHO peanusyeTca B CUCTEMax, B KOTOPbIX
NPUMEHAIOTCA HECTOWKMe anropuTMbl MAEeHTUdUKaUMM u  ayTeHTudukaumm
XOCTOB, Nofnb3oBaTenen



n t1.0. MNog poBepeHHbIM OGBLEKTOM MNOHMMaeTcAa OObEKT ceTu (KomnbroTep,
MeXCeTeBOW JKpaH, MapuwpyTms3aTtop W T.M.), neranbHO MNOAKMIYEHHbIN K
cepBepy.

MoryT ObiTb BblAeneHbl ABe pa3HOBWMOHOCTU Mpouecca peanusauyum
yKa3aHHOM Yrposbl: C YyCTaHoOBneHMeM un ©6e3 yCcTaHOBNEHUS BUPTyanbHOro
COoeANHEHNS.

Mpouecc peanusaumMm C YCTAHOBMEHMEM BUPTYyanbHOro0 COEAUMHEHUSA
COCTOMT B MNPUCBOEHUM MNpaB [OBEPEHHOro cybGbekTa B3aUMOLENCTBUSA, YTO
NO3BONAET HapyLMUTENto BeCcTU ceaHC paboTbl ¢ O6BHLEKTOM CeTU OT MMEHMU
AOBEepeHHOro cybbekta. Peanusauma yrpo3bl gaHHoro Tuna Tpebyer
npeogoneHns cuctembl uaeHTUdUKaumm un ayTeHTudukaumm coobeHnin
(Hanpumep, aTtaka rsh-cnyx6bl UNIX-xocTa).

Mpouecc peanusaumm yrpo3bl 6e3 ycTaHOBMEHUA  BUPTYyanbHOro
coeMHEHN MOXET UMEeTb MECTO B CEeTSAX, OCYLEeCTBNALWNX NOEHTUDMKALNIO
nepegaBaeMblX COOOLEHU TOMbKO MO CeTeBOMY ajpecy oOTnpasuTens.
CyuwHocTb 3akntoyaeTcs B nepegaye crnyxebHbiXx COOOLEHNA OT UMEHU CETEBbIX
ynpaBnsaAwLWnMX YCTPONCTB (Hanpumep, OT WMEHM MaplipyTusatopoB) o006
N3MEHEHUN MapLLUPYTHO-aAPECHbIX OaHHbIX.

B pesynbTaTe peanusauum yrposbl HapylwmMTenb nonyvyaeTt npasa goctyna
K TexHnyeckomy cpeactey NCIOH - uenu yrpos.

BeposTHOCTb peanusaummn yrposbl - ManoBepoOsiTHA.

BHeapeHue noxHoro obbekTa cetn

OTa yrposa OCHOBaHa Ha WCNOMb30BaHWW HeOOCTaTKOB anropuTtMoB
yoaneHHoro noucka. B cnyyae ecnu ob6bekTbl CeTU M3Ha4vyanbHO He UMeoT
agpecHon uHdopmMauum Opyr o Apyre, UCNOMb3YyKTCA pasfMyHble NPOTOKOSbI
yoaneHHoro noucka (Hanpumep, SAP B ceTtax Novell NetWare; ARP, DNS, WINS
B ceTsix co ctekom npoTokono TCP/IP), 3akntovarowmnecs B nepegadye no cetu
cneumanbHbIX 3anNpPoCOB U NOMTYYEHUN HA HUX OTBETOB C NCKOMOW MH(pOpMaLmen.
Mpn 3TOM cCywecTBYyeT BO3MOXHOCTb MepexBaTa HapyluTenem mnoucKOBOro
3anpoca 1 Bbldayun Ha HEro fIOXXHOro oTBeTa, UCMNONb30BaHNE KOTOPOro npuseneT
K TpebyeMoMy n3aMeHeHUt0 MapLpyTHO-aApeCcHbIX AaHHbIX. B ganbHelnwem Becb
NOTOK MHGOPMaLIMK, acCoOUMNPOBaHHbLIM C 0O bEKTOM-XXepTBOn, ByaeT NpoxoanTb
yepes NOXHbIN OOBbEKT CETU.

BeposTHOCTb peanusaumun yrposbl - ManoBeposiTHA.

Yrposbl Tvna "OTkas B obcnyxmnsaHmmn”

OTM yrpo3bl OCHOBaHbl Ha HeJocTaTkax CeTeBOro MNporpaMmmHOro
obecneyeHnsa, ero ya3BMMOCTAX, MNO3BOMAKOWNX HapywuTen co3gaBaTtb
yCnoBud, Korga onepauuoHHas cucTemMa OKasblBaeTCsd He B COCTOSIHUM
obpabaTbiBaTh NOCTynatoLwme nakeThbl.

MoryT 6bS1b BblAeneHbl HECKOJTbKO Pa3HOBUAHOCTEN TaKNX yrpoa:

- CKpbITbI OTKa3 B OOCNY>XMBaHWUW, BbI3BAHHbIN MNPUBIEYEHNUEM YacTu
pecypcoB VCIOH Ha o6paboTky nakeToB, NnepegaBaeMbiX 3/10yMbILUIEHHUKOM CO
CHWXEHMEM NpPONyCKHOMW CrnocobHOCTM KaHanoB CBSA3W, MPOU3BOAUTENBHOCTU
CeTeBbIX YCTPOWNCTB, HapyLlweHnem TpeboBaHuin kK BpeMeHn 06paboTkn 3anpocos.
Mpumepamun peanusaumm yrpo3 nogobHOro poga MoryT CIy>XUTb: HanpaBfeHHbIN
LWTOPM 3X0- 3anpocos no npotokony ICMP (Ping flooding), wtopm 3anpocoB Ha
yctaHoBneHne TCP-coeauHeHnn (SYN-flooding), wtopm 3anpocoB Kk FTP
cepsepy;

- IBHbIN OTKa3 B 0OOCNyXWBaHWW, BbI3BAHHbLIM MCYEpNaHMEM pPeCcypCcoB
NCIMOH npn obpaboTke nakeToB, nepegaBaeMbiX 3M0YMbILWIIEHHUKOM (3aHATME
BCEW NOMOChl NPONYCKaHUS KaHanoB CBA3W, NepenofiHeHne ovyepenen 3anpocos
Ha



obcnyxuBaHue), NpM KOTOPOM feranbHble 3anpocbl HEe MOryT ObiTb nepeaaHbl
yepe3 ceTb U3-3a HeOOCTYMHOCTU cpeabl nepegayu, nubo nonyvarT OTKa3 B
obcnyxuBaHuM BBUOY NEPENOSIHEHMS o4Yepenen  3anpocoB, [OMCKOBOro
npocTpaHcTBa namatn u T1.4. lNpumepamn yrpo3 gaHHOro Tuna MOTYT CRYXUTb
WTOPM LWMpokoBewaTensbHbix ICMP- axo-3anpocoB (Smurf), HanpaBrieHHbIN
wTtopm (SYN-flooding), wtopm coobuweHnin noutoBomy cepepy (Spam);

- SIBHbIA OTKa3 B 0OOCNyXWBaHWMW, Bbi3BaHHbIA HapyLWEHUEM NOrM4yeckomn
CBA3HOCTM Mexay TexHudyeckmm cpegcteamm  WCIIOH npu  nepepade
HapywuTenem ynpaeBnswwmx coobweHnn OT MMEHU CeTeBbIX YCTPOWUCTB,
NPMBOOALWNX K U3MEHEHUID MapLIPYTHO-af4peCHbIX AaHHbIX (Hanpumep, ICMP
Redirect Host, DNS-flooding) nnn ngeHTndukayumoHHon n ayTeHTUPUKaLnoHHOM
nHopmaumn; - SABHbIN OTKa3 B O0OCNyXMBaHWKW, BbI3BAHHbIN Mepefaven
3M10YMbILWNIEHHUKOM MakeToB C HecTaHA4apTHbIMW aTpubyTammn (yrposbl Tuna
"Land", "TearDrop", "Bonk", "Nuke", "UDP-bomb") wnn wumewowmx pnuHy,
npeBbILLaoLWy MakcumansHo gonycTumMbln pasmep (yrposa tuna "Ping Death™),
4YTO MOXET NpMBECTM K cOOK CceTeBbIX YCTPONCTB, yvyacTBywLWNx B obpaboTke
3anpocoB, MNpu YCrOBUM Hannyus OWKWBOK B nporpamMmmax, peanuayroLlmx
NPOTOKONbI CETEBOro obMmeHa.

PesynbtaTomM peanusauuMm [JaHHOW Yrpo3bl MOXET CTaTb HapylleHue
paboTocnocobHOCTM COOTBETCTBYOWEN CNyXbbl NpegocTaBneHns yaaneHHoro
poctyna k MNAOH B WCIOH, nepegaya ¢ oAHOro agpeca TaKoro KonuyecTtBa
3anpoCoOB Ha MOAKIOYeHne K TexHuyeckomy cpenctsy B coctaBse WCIOH,
KOTOpOE MaKCuMMaribHO MOXeT "BMecTuTb" Tpaduk (HanpaBfeHHbIM "WTopM
3anpocoB"), 4YTO BneyeT 3a cobon nepenosiHeHMe o4vepenn 3anpocoB U OTKas
O4HOWN N3 ceTeBbIX CryX06 nnu nonHasa octaHoska VNCIOH n3-3a HEBO3MOXHOCTH
CUCTEMbI 3aHUMATbCA HUYEM OpPYrMM, Kpome 06paboTKn 3anpocos.

BepoaTHOCTb peanusauumm yrposbl - ManoBeposTHa.

Yrpos3bl yaaneHHoro 3anycka npunoxeHuit

Yrposa 3aknw4vaetca B CTpeMfnieHuMnM 3anyctutb Ha xocte WCIOH
pasnuyHble npeaBapuUTErNibHO  BHEAPEHHble  BPEeAOHOCHble  Mporpammbl:
nporpamMmmbl-3aknagku, BUpPYChbl, "ceTeBble LWNUOHbI", OCHOBHAs Lefb KOTOPbIX -
HapylweHne KoHMpUaeHUNanbHOCTU, LEeNOCTHOCTU, OOCTYMHOCTU MHoOpMaLnmn v
NOSHbIW  KOHTpPONb 3a paboTtonm  xocta. Kpome TOro, BO3MOXEH
HECaHKUMOHUPOBAHHbLIM 3anyCcK MpuKNagHblX MNporpamm rnonb3oBaTtenen ONs
HECaHKUMOHUPOBAHHOIO MNOJSyYEHUS HEOOXOAUMbLIX HapPYLWIUTEN LaHHbIX, ONS
3anycka ynpasnsiemMblx NpuKIagHon nporpaMmmMon NnpoueccoB u ap.

BblgensaoT Tpu nogknacca gaHHbIX yrpos:

pacnpocTpaHeHue annos, cogepXalnx HecaHKLMOHMPOBAHHbIN
NCNONHAEMbIN Kof;

- YAAneHHbIn 3anyck npunoxeHms nytem nepenonHeHua OGydepa
NPUNOXeHUN cepBepoB;

- yOaneHHbIn 3anycKk NpUoXeHUsa NyTeM UCNoNb30BaHUS BO3MOXHOCTEN
yOoaneHHoro ynpasneHus cuctemon, npenocTaBnsemMblix CKpPbITbIMMU
nporpaMMHbIMK U annapaTHbIMK 3aknagkamu, N0 MCNoNb3yeMbIMU LUITATHLIMMA
cpencreamu.

TunoBble yrpo3bl NEPBOro M3 ykKasaHHbIX NOAKNAacCOB OCHOBbLIBAKTCH Ha
aKTMBU3aUMM pacnpocTpaHaeMblX hannos npu cnyvanHom obpalleHun K HUM.
Mpumepamu Taknx gpannos MOryT CIyXuTb: dannsbl, cogepxalime NCNonHAeMbIn
Koa B BWUO OOKYMEHTbI, coAepXaline MWCMOSIHAEeMbIA KoL B BUAE 3I1IEeMEHTOB
ActiveX, Java- annneToB, UHTEPNPETUPYEMbIX CKPUNTOB (Hanpumep, TEKCTbl Ha
JavaScript); annbl, cogepxawue UCNOMNHAEMble Koabl nporpamm. [ns
pacnpocTpaHeHusa pannos MoryT



ncnonb3oBaTbCA CNyXO0bl 3NEKTPOHHOW MNO4YTbl, nepegdadn annos, ceTeBOW
¢annoBown CUCTEMBI.

Mpun yrposax BTOpPOro nogknacca MCMonb3ylTCAa HeAOCTaTKM nporpamm,
peanua3ylownx cetTeBble CepBUCbl (B YAaCTHOCTW, OTCYTCTBME KOHTpOns 3a
nepenonHeHnem bydepa). HacTponkon CUCTEMHbBIX PEMMCTPOB MHOr4a ygaeTcs
nepekntoYnTb Npoueccop nocne npepbiBaHUs, BbI3BAHHOIO MepenofiHEHNEM
Oydepa, Ha UCNonHeHWe Koaa, coaepxallerocs 3a rpaHuuen 6ydepa. NMNpumepom
peanusaumm TakoW Yrpo3bl MOXET CIYXWUTb BHEAPEHWEe LWMPOKO W3BECTHOrO
"Bupyca Moppuca".

Mpwn yrposax TpeTbero nogknacca HapywuTenb UCNonb3yeT BO3MOXHOCTU
yOoaneHHoro ynpasneHus cuctemon, npeaocTaBnsemMble CKpbITbIMMU
KOMMOHEeHTamu (Hanpumep, "TposaHckumun" nporpammamum tnuna Back. Orifice, Net
Bus), nubo wWwTaTHbIMM cpeacTBaMu yrpasBfieHUs W aAMUHUCTPUPOBAHUSA
KomnbloTepHbIX ceTen (Landesk Management Suite, Managewise, Back Orifice n
T.n.). B pe3ynbTaTte nx ncnonb3oBaHnda yaaetcsa 4OOUTbLCA yoaneHHOro KOHTpons
Hag CTaHLUMEN B CETWU.

B agMuHucTpaummn noceneHuss npuMeHseTca MOoNMTUKA OrpaHnuyYeHHoOro
ncnonb30BaHUA MporpamMm, yaanéHHoe ynpaslieHue 3anpeleHo, BEPOSATHOCTb
peanusaumn yrposbl - ManoBeposTHa.

Yrposbl BHeApeHUsi N0 ceTU BPEeAOHOCHbIX NporpaMmm

K Bpe4OHOCHbIM nNporpamMmmMmam, BHeAPSEMbIM MO CeTU, OTHOCATCSA BUPYChI,
KOTOpble On9 CBOEro pacrnpocTpaHeHUs akTUBHO WCMNOMb3YKT MPOTOKOMbI U
BO3MOXHOCTM JIOKamnbHbIX U rnodanbHbix ceTen. OCHOBHbIM MPUHUMNOM paboThl
CeTeBOro BMpyca ABfseTcAa BO3MOXHOCTb CaMOCTOATENbHO nepefaTb CBOW KOA
Ha yaaneHHbI cepBep unu paboyyto ctaHumio. "lonHoueHHbIe" ceTeBble BUPYChI
npu 3ToM obnagatwT elwe U BO3MOXHOCTbIO 3aMyCTUTb Ha BbINOSIHEHWE CBOW KOA
Ha yJaneHHOM KoMMbkTepe wnn, no KpanHen wmepe, "MOATOMNKHYTL"
nonb3oBaTeris K 3anycky 3apaxeHHoro gawna.

BpenoHocHbIMK nporpammamun, obecnevmnsatowmmm ocyuectenexdne HCA,
MOTYT ObITb:

- nporpamMmmbl nogbéopa u BCKPbITUS Naponen;

- NporpamMmbl, peanusyuwme yrpossbl;

- Nporpammbl, 4EMOHCTpUpPYOLWME UCNOMNb30BaHME HedeKknapupoBaHHbIX
BO3MOXHOCTEN NPOrpaMMHOro W nporpaMmmHo-annapatHoro obecneveHus
NCMaOHx;

- NporpaMmbl-reHepaTopbl KOMMNbIOTEPHbIX BUPYCOB;

- NporpamMmmbl,  OEeMOHCTpUpylLwmne  ysa3BUMOCTU  CPeacTB  3aluThbl
nHdopmaumm n ap. BeposaTHoOCTb peanusaunmn yrposbl - MaroBepoOATHa.



